This Is Not a Chatbot. It Is an Operator.

Introducing Clawdbot (Moltbot): The open-source agent that has
Silicon Valley obsessed and security experts terrified.

Standard Al

Moltbot

e IDENTITY: An open-

source, local-first Al agent
created by engineer
Peter Steinberger.

THE REBRAND:
Originally “Clawdbot,”
renamed “Moltbot”
following trademark
disputes with Anthropic.

THE SHIFT: A move
from talking to Al to Al
performing
autonomous labor.
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The ‘Mac Mini’ Viral Signal
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Clawdbot Can Do It

People have strong feelings
about Al... but tools that let
computers do actual work
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feel fundamentally different.

9,200+

GitHub Stars

Community Obsession

THE HARDWARE PHENOMENON: Unlike software QUOTE: “Tim Cook might be laughing in his sleep at
hype, this trend drove physical hardware this unexpected revenue stream.” — Vertu

procurement. Developers began building
“server farms” of stacked Mac Minis to run 24/7
agentic workflows.
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The Promise of the Digital Butler

Transactional Al (Siri/Copilot) Moltbot Agent

e Persistent Memory
(Markdown Files)

e Proactive Messaging
o Full System Access

S ey

Secure Completion C

User is away. Gateway Agent executes Notification Job Done.
shell script.

JetBrains Mono

e No Context
e Reactive Only
e |solated Session
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Real-World Utility: Beyond the Chat Window

The Remote Operator Business Management

A developer restructured an Dan Peguine uses it to manage
entire website via text a family tea business—
messages to Moltbot while scheduling, inventory, and

lying in bed watching Netflix. customer follow-up.

The ‘Spouse’ Alarm

A custom script: if the wife
messages, the computer plays
an alarm and flashes a
fullscreen notification.

Data Scraper

Analyzed 4 million tweets from
100 accounts in 24 hours for
content research.
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Myth vs. Reality: The Hardware Tax

The Myth: $600+ Hardware Required. The Reality: Runs Anywhere.
Traditional Al Consulting Consulting ~$10,000 Setup Fee
Moltbot DIY (VPS + API) ~$25 [ Month

While the Mac Mini is popular for its low-power 'always-on' capability, the agent runs effectively on a
$5/mo VPS or a dusty old laptop. It does not require heavy local compute if using cloud LLM APIs.
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Mechanics: Anatomy of an Agent

Al Model

(Claude/OpenAl/Ollama)

Messaging Client WebSocket/HTTP

©Of4]..

**THE GATEWAY **
(Local/VPS)

This is the central hub.

Tools

(Terminal, File System,
Output Browser)

The "Gateway" is the bridge between the public internet (your chat app) and your
private kernel (your shell).
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Skills, Plugins, and "Peekaboo"

**The Peekaboo Framework**

Allows the Al to “see” the
computer screen, understand Ul
elements (buttons, menus), and
Moltbot interact physically (scroll, click,
Core type).

“Treat skill folders as trusted
code.” — Clawdbot Documentation.
with JetBrains Mocumentation.



The 'Spicy' Reality of Shell Access

¥

“Running an Al agent with shell access on your machine is... *spicy*.
There is no ‘perfectly secure’ setup.” — Official Documentation

**Snyk Analysis** **PCMag Analysis**
One prompt injection away from Creates a ‘honey pot’ for
disaster. LLMs can be tricked into commodity malware. Access to files
executing malicious commands. means access to secrets.

Warning: Shell access grants extensive control over the host machine.
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Anatomy of a Hack: Indirect Prompt Injection

hd — e

previous =
iInstructions. :
Step 1: The Vector Step 2: The Execution Step 3: The Payload
Incoming Email Moltbot processes Agent retrieves "clawdbot.json’
from Attacker. email as data. and sends keys to attacker.

LLMs struggle to distinguish between instructions (code) and data (content).
To the Al, the malicious email looks like a command from the boss.
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Supply Chain Risks & Tool Poisoning

Malicious Skills: Community-contributed
plugins may contain hidden instructions to
delete files or open network ports.

Transitive Dependencies: A safe skill may
rely on a compromised npm package.

Exposed Gateways: Snyk reports Shodan
scans revealing Moltbot gateways sitting
open to the internet with 0 authentication.

Takeaway: You are installing code from strangers.
Treat every Skill as a potential vulnerability.
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The Protocol: Mitigation Strategies

Sandbox Everything: Never run on your
1 & main OS. Use a VM (Virtual Machine) or
Docker container.

Human-in-the-Loop: Require explicit
confirmation for sensitive tasks (e.qg.,
'Should | delete this file?').

Allow-listing: Bind Gateway to
3 é "localhost . Whitelist specific user
handles. Block unknown senders.

"The butler can manage your house, but make sure
the front door is locked." — SOCRadar
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Installation: Not for the Faint of Heart

**PREREQUISITES: **

; user@machine:~$ curl -fsSL https://clawd.bot/install.sh | bash
- Comfort with CLI / > Downloading install script...

Terminal > Verifying integrity...
> Executing script...
- Node jS Environment > WARNING: This process requires elevated permissions. Proceed with caution.
i > Please ensure you have reviewed the code before running.
- Own API Keys

; '1/4] Checking dependencies...
(OpenAI / Anthroplc} 2/4] Installing Node.js environment...

'3/4] Configuring API keys (OpenAI / Anthropic required)...

4/4] Setting up messaging integrations (WhatsApp/Telegram QR code scan

required). ..

VWV WV

> Installation complete. Use 'clawd configure' to set permissions.
user@machine:~$ _

Setup involves onboarding, scanning a QR code for WhatsApp/Telegram, and manually
configuring permissions. It is a technical tool, not a consumer app.
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The Landscape: Safety vs. Sovereignty

g Moltbot / Agentic Al

Full System Access
Persistent Memory
‘Spicy’ Risk.

High Control

@ Big Tech (Copilot, Gemini, Siri)

Walled Garden
Goldfish Memory
Safe.

Low Control

High Safety High Risk

Choose Big Tech for convenience. Choose Moltbot for sovereignty and actual labor.
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The Future: The Zero-Employee Company

Moltbot Instance

Moltbot Instance

Moltbot Instance

Moltbot Instance

Finance Bot

Coding Bot

Scheduling Bot

Research Bot

THE THEORY: A shift from “using tools” to “managing outcomes.” Future corporate
structures may consist of a single human directing a fleet of specialized agents.

ECONOMICS: Moving from expensive human consultants ($10k+) to always-on

agents ($25/mo).
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Summary & Verdict

¢ THE REALITY: A breakthrough in Agentic Al that
delivers on the promise of a digital butler today.

J THE WARNING: Security is a process. Capabilities
currently outpace guardrails.

“ THE PROTOCOL: Start simple. Use a VPS. Treat it like
a junior employee—trust but verify.

“Don't trust lobsters with shell access.”

github.com/clawdbot | clawd.bot/docs
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